CYBER SECURITY ACTION PLAN 1]

APPENDIX A -CYBER SECURITY PROGRAM MASTER SCHEDULE

WBS Task Name
Strengthen the DOE Cyber Security Community

211 Continuing Development of Action Plan
2112 Configuration Management Methodology
2111 Risk Management Methodology
2113 N & V Program
2114 C&A Program

212 Defining Roles and Responsibilties for Staff &

Line organizations

213 Ensuring E-Gov Initiatives are Secure and
Responsive

214 Develop Cyber Securty Threat Statement

237 Froject Matrix Step 2

Strengthen DOE Cyber Security Policy Implemen

221 Iplementation of Performance Measures
222 Improvement of the GISRA plan and PO&AM
for OMB
2221 Cyber Security Performance Improvement
Fan
2222 Department Cyber Scorecard
223 Developing a Cyber Security T Capttal
Fanning Process
N 224 Evolution of DOE Cyber Security Directives

WBS Task Name

225 Expand outreach program

226 Develop & Expand Cyber Security Training
and Awareness

Strengthen DOE Internal Critical Cyber Infrastruc

2.31 Participate & Enhance Emergency Response &
Reporting
232 Expand PKI Capabilties
R 233 STU Il Replacement
234 nfrastructure and Architecture Upgrades
235 Technotogy Development
2351 Connection Log Analyzer
2352 Netw ork Intrusion Detector
. 2353 Mutti-Platf orm Tursted Copy Enhancments
2354 TumbleWeed Secure Messaging
. 2355 Telecommunications Security Engineering
23586 ntrusion Monitoring Analysis and Correction
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